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A major cyber threat
ELEMEN DAR )< intelligence provider

Enriching a proprietary Cyber Threat Intelligence Database

Customer

A leading cyber threat intelligence and cyber risk rating
company offering a cloud-based platform that uses machine
learning technologies to help stop cyber attacks.

Holding the highest level of accreditation as one of only seven
companies selected by the FCA and Bank of England in threat
intelligence, timeliness and accuracy are key to their offering.

Challenge

The customer had a repository of over 3000 CTI reports that
their analysts had partially enriched with structured metadata
over the past five years, offering an up to date source of great
insight into the cyber threat landscape.

The customer recognised that their reports would be even more
usable if the structured metadata enrichment completely
covered the reports' content. However, completing the
enrichment of these 3000+ reports manually would have been
prohibitively resource intensive.




Solution

Elemendar’s READ. tool uses machine
learning techniques, coupled with an easy
to navigate graphical user interface. This
combines the best of an analyst's insight
with the power of Al to deliver tangible
results.

This allows analysts to unlock insight within
large bodies of text-based data and then
import this insight into any number of
Threat Intelligence Platforms or other
analytical software.

The customer used READ. to complete
enrichment of their CTI report repository
with structured metadata in the form of
STIX and MITRE ATT&CK.
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Benefit

READ. allowed the customer to
efficiently and automatically enhance
their analysts' own manual
annotations, further increasing their
understanding of the threat actors
identified.

By using Elemendar's READ., the
customer saved 6 months of work that
were deployed towards adding value
to their customers.

The customer is now creating a new
offering based on structured data to
power their future growth.

"Our team were

L particularly
impressed with READ.
and its utility to

process long-form

reports. READ. is
definitely accurate
with recognising
entities, especially
with TTPs, I0Cs and

malware".

-Senior Cyber Analyst
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